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	Section 1: Identify the type of attack that may have caused this 
network interruption

	One potential explanation for the website's connection timeout error message is:
The logs show that: The packet capture shows a large number of repeated TCP SYN packets from 203.0.113.0 directed to the web server at 192.0.2.1 on port 443. As the traffic continues, the server begins sending RST, ACK packets, including to legitimate clients, showing that normal connections are being disrupted.
This event could be: A TCP SYN flood denial-of-service (DoS) attack. The attacker is overwhelming the server with connection requests, reducing its ability to process legitimate TCP connections and causing website timeouts.

	



	Section 2: Explain how the attack is causing the website to malfunction

	When a client tries to connect to the web server, TCP normally establishes the connection using a three-way handshake:
1. The client sends a SYN packet with an initial sequence number (ISN) to request a TCP connection.
2. The server replies with a SYN, ACK packet. This acknowledges the client's SYN and includes the server's own ISN.
3. The client sends a final ACK acknowledging the server's SYN. The TCP connection is then established and data can be exchanged.
What happens during a SYN flood: A malicious actor sends many SYN packets in a short period. The server must process these connection attempts and may keep resources available for pending connections. If requests arrive faster than the server can handle them, its connection capacity can become exhausted, causing legitimate clients to receive delayed responses, resets, or timeouts.
What the logs indicate: The capture initially shows legitimate clients completing TCP handshakes and receiving successful HTTP responses. After the repeated SYN traffic from 203.0.113.0 increases, the server starts returning RST, ACK packets and legitimate connection attempts fail. This pattern is consistent with the server being overwhelmed by a SYN flood, resulting in a loss of website availability.




